Final Report of IGF Workshop Number 257

Workshop Title: The Privacy & Security Implications of Cloud Computing

Workshop description and list of panelists:

Cloud Computing and its privacy and security implications are at the forefront of news media debate around the world. However, only regulators from developed countries are discussing its privacy and security policy implications. In 2008-2009, the US Federal Trade Commission and The Ontario Privacy Commissioner have discussed the matter. The Council of Europe raised the question of cloud computing, jurisdiction and international law enforcement at its Octopus conference in March 2009. The OECD discussed the subject during a workshop organized by the Committee for Information, Computer and Communications Policy (ICCP) in October 2009. Civil Society has advocated for strong data protection laws and heightened enforcement, business interests dispute that regulation is necessary while law enforcement agencies highlight the challenges for investigating cybercrime and securing electronic evidence when the data is stored in the cloud. Those services are being used all over the world. However, there is a lack of understanding of the issue and a lack of participation by stakeholders from developing countries in this debate.

This workshop will explain the definition and various types of cloud computing services, and focus the policy debate on privacy and security risks of those services at user level. The objective is to understand how personal data is managed and processed, and to develop effective policy frameworks so that users can exercise control over their own personal data when that data is stored and processed in the cloud. It will also be discussed how the current system of mutual legal assistance and jurisdiction may work for law enforcement agencies when the data is stored in the cloud, and attempt to identify the policy implications of cloud computing on security, privacy and law enforcement. This workshop will wrap up the various discussions held in different venues during 2009.

Panel:

Moderator:

· Cristos Velasco, Director General, North American Consumer Project on Electronic Commerce (NACPEC) and Ciberdelincuencia.Org (Mexico)

Speakers: 

· Pamela Harbour, Commissioner, US Federal Trade Commission (FTC); 

· Joseph Alhadeff, Vice President for Global Public Policy and Chief Privacy Officer, Oracle Corporation, Chair of BIAC's Information, Computer and Communication (ICCP) Committee, Vice Chair of ICC's Commission on E-Business, IT and Telecoms; 

· Bruce Schneier, Chief Security Technology Officer of British Telecom; 

· Alexander Seger, Head of the Economic Crime Division, Council of Europe; 

· Hong Xue, Professor of Law and Director of the Institute for the Internet Policy & Law at Beijing Normal University; 

· Michael Thatcher, Regional Technology Officer, MEA, Microsoft Corporation; 

· Laurent Bernat, Principal Assistant within the Science, Technology and Industry Branch of the Organization for Economic Cooperation and Development (OECD); 

· Simon Davies, Director, Privacy International; 

· Jean-Marc Dinant, Expert Council of Europe, Researcher, Research Centre on IT and Law (CRID) of the University of Namur.

Rapporteur: 

· Graciela Selaimen, Director of Instituto Nupef, Brazil;

· Katitza Rodriguez, Director, EPIC International Privacy Program.

The actors involved in the field; various initiatives that people can connect with, and contacts for further information:

Cloud providers, Internet companies, Privacy Advocates, Consumer Advocates, Security Experts.

The Madrid Privacy Declaration: http://www.thepublicvoice.org/madrid-declaration 

A comprehensive list of publications from different stakeholders and general resources has been placed at: http://www.thepublicvoice.org/events/egypt09
A brief substantive summary and the main issues that were identified:

Cloud Computing: your information in someone else’s hard drives (Schneier)
Entitled, Clouds: What’s new is old is new, Mr. Joseph Alhadeff, Chief Privacy Officer for Oracle Corporation, started his presentation affirming that Cloud Computing is a concept very difficult to define. He offered some definitions and an overview of the taxonomy of cloud computing, and its evolution over the years.
 “Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.” (NIST Definition v5). 

It is cloud computing a new paradigm? Cloud computing is “an amalgam of existing technologies.” “Some use models, coupled with scope of availability and ease of use is part of what is new (Alhadeff).

Bruce Schneier, Chief Security Technology Officer of British Telecom, started posing a piercing assertion: cloud-computing means “your information on someone’s else hard drives.” Cloud computing is not a new term. “It is all about outsourcing.”

Benefits and Challenges

Cloud computing services helps reduce capital expenditures, you can pay for what you use, release resources when not needed, turn organization’s fixed cost into variable cost, and may improve security. (Alhadeff)

There are several risks involved in cloud computing. If a company can disappear: who will keep my data? There are political risks because now our data is moving across international borders: where my data is, what sort of law exists, etc. (Schneier)

Michael Thatcher, Microsoft's Regional Technology Officer for the Middle East and Africa, stressed that the challenges are the political and legal strategies, models and practices necessary to handle the global databases. 
Regulatory Framework

Users frequently poses standard questions such as “where is my information hosted?” and “who controls it?” Who has access? How is being used? Who is it being shared with? Who is looking out for my interests? The answers to these questions raise the reflection on “what are the good security and privacy policies, practices and controls that should be put into practice in cloud computing.” (Alhadeff)

All the choices involved in computing today are about trust. Trust your hardware, software, and operating system vendors. In this regard, reputation is essential, and companies have to compete for reputation, since it's based on it that users will make decisions. (Schneier)
Tatcher posed another question: how we actually handle the global data flows? What are the agreements that we are abide by? Who is processing that personal data and who are actually controlling the processing of that data? Are you controller or processor? Are you ultimately responsible for the protection of my data at the time that you get it? 
Users becoming publishers, content creators, and application developers: Are today’s regulatory paradigms appropriate to apply to those individuals when acting on that capacity? “When you think about the cloud, the cloud is the ultimate definition of an ecosystem. How accountability is establishes in the ecosystem? How do we map today’s norms into a cloud - which is not a new sets of technology or a new set of issues but perhaps a new application of those issues in the way that technology is deployed?” (Alhadeff).
The Head of the Economic Crime Division of the Council of Europe, Alexander Seger, stressed the urgent need for effective law enforcement mechanisms to deal with issues of security and privacy in regards to data stored in the cloud. For him, it's necessary to develop international standards on law enforcement access to that data. There is also a need to establish a globally trusted privacy and data protection standards, like the Privacy Convention 108, which is open to any country to accede. In Seger's opinion, a cloud provider that cannot guarantee data protection and privacy standards as well as procedural safeguards will have a competitive disadvantage. 

There is a lack of awareness of the users in regards to what is possible to happen with one's data stored in the clouds, Commissioner Pamela Harbour, of the US Federal Trade Commission, added. The possibilities of use of personal data for marketing purposes, for example, is one of the threats that users may not be aware of - in the Commissioners’ opinion, the users still don't have enough information to make meaningful decisions. Ms. Harbour also stressed that cloud computing exacerbates potential security problems and claimed that in this context, responsibility and accountability must be more assured than ever. She explained that in the US, the FTC holds business accountable - including for actions of third parties, although ISPs frequently claim they have no direct responsibility for third parties.  The Commissioner also reminded the audience that privacy and security is an important dimension of competition and stressed that adequate information for the users is essential. 

Laurent Bernat, Principal Assistant within the Science, Technology and Industry Branch of the Organization for Economic Cooperation and Development (OECD), presented a definition of cloud computing and listed some of its benefits and its facilitation to innovation. However, Bernat also offered a view of the issues raised by cloud computing, and, regarding those directly related to privacy and security, he showed how cloud computing magnifies cross-border privacy issues, especially stressing the fact that laws are inherently local, and the cloud is inherently global. Bernat also explained that part of OECD work in this theme is dedicated to the reflection on how to turn security and privacy as a competitive advantage to the market rather than a showstopper. For him, part of the answer to this challenge relies on the development of innovative police models and international cooperation and dialogue. 

The next panelist was Hong Xue, Professor of Law and Director of the Institute for the Internet Policy & Law at Beijing Normal University. She raised the importance of taking into account, in discussions on cloud computing, the perspective of a development country - and remarked that the specific case of China, with its peculiarities regarding Internet regulation, is especially interesting to analyze. Xue stressed the fact that cloud computing is an important application in the Chinese Internet, within a country with a huge market and population. However, there is no real cloud computing system capable of assuring the privacy of the user. 

Simon Davies, representing Privacy International, started his presentation remarking that cloud computing is a complex issue that raise additional concerns in comparison with other computational systems. According to Davies, when you start to fragment any service or any industry, transparency and accountability drop. Moreover, in regards to cloud computing massive jurisdictional issues arise. As a result, unless there can be means of assuring transparency and accountability, cloud computing is something that essentially offer an extraordinary danger for the rights of the consumers. 

Jean-Marc Dinant, Expert Council of Europe, Researcher, Research Centre on IT and Law (CRID) of the University of Namur, was the last panelist to speak, and provoked the reflection on the distinction between access providers and service providers. Dinant reminded the audience that the storage of data is an obligation only to access providers - however, its being made also by service providers, what may harm the general principle of telecommunications secrecy. Dinant compared all the data stored by Google - a service which is used by 88% of the online population - to the dark hole of the Internet, stressing that much more than what is acceptable to be allowed to an ISP is now allowed to one single private company which provide online services. 

A discussion on the limits and possibilities of different actors in the Internet market, especially the small companies were discussed. Most of the panelist agrees that transparency, accountability and the ability to build trust among consumers will be the most important differentials in a market that is still being formed. 

The importance of consumers' protection was a concern shared among all the panelists. The role of regulation and specialized bodies, able to deal with cross border disputes was mentioned, once consumers cannot negotiate with international service providers. The fairness in this relation was a concern for many of the presenters. Another point stressed by the panelists was the right of the consumers to hold control over his/her personal data - what can be assured both by technological features and models, and also by legislation and regulation. 

There was also an agreement that cloud computing magnifies some of the complex cross border issues, and, in this sense, the improvement of cross border cooperation, of dialogue among countries on privacy protection and coherent e-commerce guidelines are very necessary.  Also, international privacy agreements and standards are more important than ever.

The Civil Society Madrid Declaration <http://www.thepublicvoice.org/madrid-declaration> was mentioned as a source of principles that could solve some of the cloud computing issues.
Other legal issues on cloud computing arose from the discussion such as international data transfers, consistent treatment, lawful access issues, export control, data breach notification laws, data retention laws, E-discovery, government regulation, jurisdiction and conflict of laws (Alhadeff). 

On the contractual side: Data ownership, intellectual property rights, limitation of liability issues, SLAs, Indemnities, Subcontracting, Dispute resolution, Audits, Notice/ consent for transfer, where applicable (Alhadeff).
� Alhadeff, Joseph. Clouds: What’s new is old is new, available at <http://thepublicvoice.org/Alhadeff.ppt>.





